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Dependability for Complex Networked Systems
Examples of Dependability Attributes Studied
• Reliability: Probability of system remaining functional 
• Availability: Percentage uptime
• Survivability: Functionality maintained after failure
• Resilience: Ability to bounce back from failure

Examples of Systems Analyzed
• Consumer electronics, autonomous vehicles, smart 

grids, intelligent water distribution networks
Contributions
• Stochastic models of dependability attributes
• Quantification of interdependency
• Prediction of failure sequences
• Integrated cyber-physical simulation
• Vulnerability analysis
• Anomaly detection 
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Does “intelligence” make complex networked 
systems more dependable? 
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